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Counterfeit Parts are a Threat to All



Trust, But Verify

Establishing and maintaining a Trusted Supply Chain:
• Key watchwords: Vigilance and Visibility

An old adage made popular by President Ronald 
Reagan remains words to the wise: “Trust, But 
Verify”

• For example, trust in your supplier’s certification, 
but verify their performance to ensure that they 
(and any brokers and distributors they use) have 
demonstrated their commitment and adherence to 
counterfeit mitigation and prevention



Trusted Supply Chain Components
 For years, COTS vendors such as 

Curtiss-Wright have taken a 
leadership role in establishing 
state-of-the-art Trusted Computing 
processes for open architecture 
rugged modules used by the 
embedded COTS industry 

 These processes are designed to:
– Reduce risk 
– Mitigate malicious threats against 

hardware or data. 



Examples of Trusted Supply Chain
 Best practices for protecting the 

supply chain must address:
– Physical Security
– Manufacturing Security
– Component Supply Chain Integrity 
– Secure Handling and Chain of Custody 

Protection
– Product Reliability
– Counterfeit Parts Mitigation and Parts 

Inspection



Secure Supply Chain
 When possible, buy directly from 

– OEM 
– Authorized distribution

 Flow down requirements
 More risk requires more 

countermeasures

Adapted from www.dla.mil/Portals/104/Documents/LandAndMaritime/V/VA/PSMC/Apr12/LM_5AntiCounterfeiting_151030.pdf 



Obsolescence and the Supply Chain
 Mitigate obsolescence through

– Footprint and I/O compatible 
replacements through authorized 
source

– Last Time Buy through authorized 
source

• Extends product life 
• No need to procure obsolete parts 

from brokers



Broker by Approval ONLY

Tested to industry-standard 
validation methods

AS5553B/ARP 6328 process

1.1
• Documentation & Packaging 

Inspection

1.2
• Visual Inspection to IDEA-STD-

1010B

1.3
• Inspection for Evidence of Remarking 

or Resurfacing

1.4
• Solvent Test for Remarking

1.5
• Solvent Test for Resurfacing

1.8
• X-Ray Inspection

1.9
• X-Ray Fluorescence

1.14
• Destructive Physical Analysis

1.6
• Scanning Electron 
Microscope (SEM)

1.7
• Scanning Acoustic 
Microscopy (SAM)

1.10 • Electrical Testing

1.12 • Thermal Cycle Testing

1.10 • Burn In Testing

1.13
• Hermeticity Verification (Fine 
& Gross Leak)

Other • Customer Specified



Standards & Regulations

 Help shape the regulatory landscape of the defense industry
 Stay up to date with evolving standards
 Comply with DoD acquisition regulations



Examples of Systems with Counterfeit Parts

THAAD

C-17

P-8A

The failure of a single electronic part can leave a soldier, sailor, 
airman, or Marine vulnerable at the worst possible time

~ 2012 Senate Armed Services Committee Report 



Understand Counterfeiting “State of the Art”



Monitor counterfeit reporting bodies



Know your Supplier’s Certifications

asq.org/asd/2018/04/quality-control/an-industry-standards-approach-to-counterfeit-prevention-compliance.pdf



Secure Manufacturing
IPC-1791 provides guidance on 
establishing trust in the manufacturing & 
assembly process



Design Integrity
Risk Management Framwork (RMF) 
provides controls to mitigate against 
unauthorized access, modification, 
loss, or theft of critical design 
information



Curtiss-Wright’s Total LifeCycle Management Services



Summary

 Don’t underestimate the threat
 Adopt industry standard best practices
 Security in all areas

– Components
– Manufacturing
– Design

 Protect your systems throughout the entire lifecycle



Thank You

www.curtisswrightds.com

For more information about system security 
from the COTS perspective please contact us 
at ds@curtisswright.com.
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